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Summary

The rapid growth of information and
communication technology has led to the
appearance of new phenomena in this area
every day. One of these phenomena is the
Internet of Things (loT) technology, which
aims to create a comfortable life in the form
of a smart life. The Internet of things is a new
technology used to connect things to each
other over the Internet, the aim is to measure
and control remotely an objects. The
definition of 10T is that they are referred to as
a set of things that have a digital identity and
users can manage and organize these things
using devices such as computers and
smartphones and their applications and these
things are capable of communicating with
users and even with each other. The process
of sending data on the Internet of Things does
not require things to interact, and the data is
sent automatically and based on the initial
settings that are made on the hardware.
Meanwhile, communication protocols play
an important role. Choosing an appropriate
communication protocol based on the needs
and conditions of the environment is one of
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the most important issues in the Internet of
Things.

In this paper, various communication
protocols of the 10T such as 6LowPAN, NFC,
BLE, Z-Wave, ZigBee, SIGFOX, Cellular
are introduced and compared with each other
in the Internet of Things. The goal of this
comparison is to provide guidance to
researchers who can select the appropriate
protocol for different applications.

Keywords: Internet of Things, 6LowPAN,
BLE, NFC, Z-Wave, ZigBee, SIGFOX,
Cellular

Introduction

The notion of the Internet in our minds is a
global network in which computers, phones,
humans, and etc., communicate locally with
devices connected to the network anywhere.
Let's take a world in which the Internet goes
beyond its current concept and includes the
objects around us. Here is a concept called
the Internet of Things (loT), which can be
said to be a network of networks composed
of a large number of objects, sensors and
devices, etc., that  through  the
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communications and information
infrastructure to provide services through the
processing of intelligent data and
management for the different applications are
connected [1]. The Internet of Things has
strangely evolved over the past years, so that
we can say that this is an emerging trend for
researchers. Many of the findings in the area
of the network indicate that this is a wide
range [7]. The Internet of Things is not a
single technology, but offers a range of
electronics, = communications,  software
engineering, hardware, enterprise analysis
and other technologies in the form of an
integrated technology. The term "Internet of
Things" (10T) was first introduced by Quinn
Ashton in 1999. He describes a world in
which everything has a digital identity for
themselves and allows computers to organize
and manage them [19].

In this paper, Internet of Things
communication protocols are reviewed and to
enhance readers insights their advantages,
disadvantages, speeds, and rates of use are
discussed. The paper is as follows: The
second part describes the existing loT
communication protocols. In Section 3, the
proposed protocols are compared in tabular
form, and finally, the conclusions are
presented.

Figure (1) Internet of Things schematic

Method of Work

In this section, some of the common
communication protocols of the Internet of
Things, such as 6LowPAN, BLE, NFC, Z-

Wave, ZigBee, SIGFOX, Cellular are
introduced and compared in the following.

e 6lowpan

Before introducing 6lowpan technology, it's
best to get acquainted with the concept of
pan. Pan is a computer network that provides
communications around a person. The range
of this personal network is not several meters.
The 6LoWPAN protocol, its name is derived
from the IPv6 Low Power Wireless Personal
Area Network, is a network standard for the
Internet of Things that developed in 2007.
This protocol is used for low speed and low
power in the wireless personal area network
(WPAN). In other words, it can be said used
for applications that have a lot of nodes and
have a battery life of several years [12]. This
technology allows IPv6 to be used by
802.15.4 standard. 6LoWPAN is usually
used in a wireless sensor network. Also, the
Thread protocol uses 6LOWPAN for smart
home. Generally it can be said, the
6LowPAN is a network protocol that defines
encapsulation and header compression
mechanisms. In fact, 6LoOWPAN is an IPv6
protocol designed for low power and limited
processing capabilities. The 6LoWPAN
group defines how to encapsulate and declare
the header compression mechanism, thus,
IPv6 packets can be sent or received on
networks based on IEEE 802.15.4 [3]. The
advantages of this protocol are high
connectivity and  compatibility  with
traditional architectures and low power
consumption.
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Figure (2) 6LowPAN Icons

e BLE



Bluetooth low energy (BLE) or Smart
Bluetooth is a short-range communication
protocol and media access layer and physical
layer that is widely used for the carrier's
internal network. Bluetooth Low energy is a
completely different version of Bluetooth's
old radio [17]. This technology is designed
with a new protocols and architecture
specifically designed to run on low power
resources like a coin batteries. It must be
understood that this radio technology is not a
newer version of the old Bluetooth or it's not
the replacement. The technology has three
new types of Bluetooth that are
interconnected [2]. BLE uses an adaptive
frequency hopping algorithm to jump
between existing channels, which are just a
subset of the available frequencies, and thus
can quickly prevent the loss of packets due to
the presence of a bad channel. This technique
generates less energy on the radio [10]. Like
other wireless devices, BLE uses 2.4 GHz
ISM band. Unlike the old Bluetooth, it has 79
channels with 1 MHz bandwidth. The main
functions of the BLE are GAP and GATT
profiles.

Figure (3) BLE Icons

e NFC

NFC (Near Field Communication) is a
technology that enables simple and safe two-
way interactions between electronic devices,
and especially applicable for smartphones,
allowing consumers to perform contactless
payment transactions, access digital content
and connect electronic devices. The NFC
protocol is used for communication in a very
short range (4 cm), such as placing atag on a

73

tag reader. NFC is commonly used in
payment systems, but in presence and
absence systems and labels Smart objects are
also used to track assets in industrial Internet
of  things applications [15]. For
communication between two devices through
the NFC communication protocol, the
sender’s signal (for example, mobile phone)
is received by the receiver antenna. If the
receiver is disabled, this induction signal will
provide the energy needed for the function of
the tag, and the stored information via the
receiver antenna will be sent to the sender
antenna and thus communicated. If the
receiver is also active, Because of the full
duplex of this protocol, both will be able to
send and receive information at the same
time. The advantages of this protocol include;
NFC tags and antennas are very inexpensive,
small and lightweight and can be installed in
very small sizes on posters, credit cards and
electronic devices. NFC communication is
very simple and fast and does not require
information such as username and password

[9].

Figure (4) NFC Icons

e 7Z-wave

The Z-Wave protocol was developed in 2001.
This protocol is one of the first IoT protocols
to be widely commercialized and based on Z-
Wave Alliance ZAD12837 / ITU-T G.9959
standard. The Z-Wave protocol is a smart
home standard that is implemented for
communication with the devices. This
protocol enables household products such as
locks, lights and thermostats to communicate
with each other and uses RF signals to do this.



In this protocol, used by a central controller
for local communication with the device, that
called the HUB. For communication over the
Internet, the hub must be connected to cloud
services developed by manufacturer
companies and remotely exploited to work
from anywhere in the world, and connecting
to the hub and the central controller and
transferring the commands [11]. The Z-
Wave-based products that are in smart homes
are stronger and less efficient than home Wi-
Fi networks. The Z-Wave protocol optimized
for reliable and low-latency communication
of small data packets with data rates up to 100
kbps. this protocol operates in the sub-1GHz
band and is impervious to interference from
WiFi and other wireless technologies in the
2.4-GHz range such as Bluetooth or ZigBee
[6]. The advantage of this protocol can be
said; because the protocol uses frequencies
lower than the frequencies of other devices,
the possibility of the interconnection with the
frequency of other devices in this standard is
greatly reduced. This means that there are
fewer devices battle to access and transmit
data using that frequency, which results in
optimized data transfer and also speeds up the
data  transmission  process.  Another
advantage of this protocol is that all the
devices used in this protocol, regardless of
the manufacturer's type, device type and
version, can be connected.

feWAVF

Figure (5) Z-wave Icons
e ZigBee

ZigBee is a smart grid that is used for high-
level communication protocols and low-data
data rates. This protocol was conceived in
1998, then standardized in 2003 and modified
in 2006. The protocol is used in small and low
power personal networks (LANs) and its
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technology is based on IEEE 802.15.4
standard [14]. This protocol is somewhat
similar to Z-Wave and is like one of the most
popular smart home protocols. The protocol
has been developed primarily for commercial
purposes, but is currently being used as a
standard language for intelligent
communications in domestic and commercial
applications. One of the main advantages of
this protocol is low energy consumption that
it still Z-Wave uses the Deep Sleep
technology to reduce power consumption.
The security of this protocol is also very
advanced and has been used by cryptographic
technologies of financial institutions that
encrypt network data, drives, and encrypted
information [13].

LigBee

Figure (6) ZigBee Icons

¢ SIGFOX

SIGFOX technology is in the category of
LPWAN technologies, which provides low
power consumption and, as a result, high
battery life for the Internet of objects
applications. This technology was introduced
in 2009 and then grew rapidly. SIGFOX
provides a standard way of collecting data
from sensors and devices with a single,
standard-based set of APIs. Besides, the
SIGFOX disruptive technology complements
traditional cellular M2M by enabling global,
ubiquitous, ultra-long battery life solutions at
the lowest cost [18]. SIGFOX has great
potential as a secondary connectivity solution
to enable lower battery consumption and
better user experience .SIGFOX provides the
network, the technology and the expert
ecosystem, which are necessary to help



companies and organizations make the most
of their 10T ambitions [4]. SIGFOX
technology utilizes the free ISM band to
create the right infrastructure for the Internet
of objects. In the SIGFOX network, which is
specially designed for the Internet of Things,
data is transmitted to 12 bytes in frequency
bands without the need for authorization and
through  ultra-narrov band  (UNB)
modulation. This technology uses Binary
Phase Shift Keying (BPSK) from radio
modulation to transmit data. also been used
UNB modulation for high permeability in
bodies. SIGFOX Network Layer Protocols
are confidential and only available to the
company [5].

' sigfox

Figure (7) SIGFOX Icons

e Cellular

Among the enabling technologies of the IoT,
Cellular-based communication is the most
promising and more efficient. The Cellular
technology is suitable for applications that
require high power data and have a power
source of loT application that requires

operation over longer distances and based on
GSM/GPRS/EDGE  (2G), UMTS/HSPA
(3G), LTE (4G) standard. A many
communication technologies in the LPWAN
can overcome the short range constraint of
the LAN and still satisfy the power and
latency limitation using either proprietor or
cellular  technologies [8]. Cellular
communication protocol is also used for
many applications especially for applications
that involve mobile devices. Cellular
topology depends on various based

technology [16].
()

Figure (8) Cellular Icons

Result

In this part of the paper, the communication
protocols introduced in the second part are
compared in a table based on frequency
criteria, range and data rates. The standard for
each protocol is shown and the graph for
comparing each criterion is shown.

Table 1- Comparison of 10T communication protocols

Profile Standard
6LowPAN RFC6282
BLE Bluetooth 4.2 core specification
NFC ISO/IEC 18000-3
Z-Wave Z-Wave Alliance ZAD12837 / ITU-T G.9959
ZigBee ZigBee 3.0 based on IEEE802.15.4
SIGFOX Sigfox

Cellular  GSM/GPRS/EDGE (2G), UMTS/HSPA (3G),

LTE (4G)

Frequency Range Data Rate

2.4 GHz 10-30 m
2.4 GHz 50-150 m
13.56 MHz 10 cm

20-250 kbps
260 kbps- 1 Mbps
100-420 kbps

908.42 MHz 30m 9.6- 100 kbps
2.4 GHz 10-30 m 250 kbps
900 MHz 3-50 km 10-1000 bps
900-2100

35-200 km 35 kbps-10 Mbps
MHZ
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Comparison of 10T communication protocols
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Figure (11) Maximum Data Rate (Kbps)
Comparison of 1oT communication protocols
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Conclusion

The choice of network technology will affect
the design of the Internet of things (loT)
components and the affiliations between
them. For example, and based on the results
obtained in Figure 9 to 11, we can say if the
main factor in network design is frequency,
the 6LowPAN, SIGFOX and ZigBee
protocols will be appropriate for a high
frequency response and NFC protocol will be
the appropriate choice for low frequency
requirements. This is also the case for data
rate and range factors. But as noted above,
since the design of a network requires the
consideration of various factors, selecting the
appropriate communication protocol is of
high value. Network ranges, data rates, and
power consumption are all directly related to
each other. If you increase the network range
or increase the amount of data sent, the
Internet of things piece will require more
power for this change. For a smart home-
building project, the power consumption
criterion is a low priority because we can
power the components using a power outlet,
and our higher priorities include bandwidth
constraints and data loss on the connection.
So, we can use Wi-Fi to give us the
bandwidth that is acceptable and allow us to
connect to the hardware of our project.
However, Wi-Fi is not optimal for low-power
components and is not suitable for battery-
powered pieces. In this paper, we provide an
overview of the existing communication
protocols of the Internet of things. You
should choose the best technology that suits
your needs and challenges in the Internet of
Things.
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