
International Journal of Innovation in Computer Science and Information Technology  

Vol.5, NO.1, P:107-129  

Received: 01 December 2023   

Accepted: 16 March 2025  
 

107 

 

 

Reversible data hiding scheme 

based on image interpolation 

using decimal signed digit 

stream 
  

1Reza Ghorbandost Soveiri 

  1Science and Research Branch, Islamic Azad 

University, Tehran, Iran 

  reza.ghorbandost@srbiau.ac.ir 
2Maryam Rajabzadeh Asaar 

 2 Science and Research Branch, Islamic Azad 

University, Tehran, Iran 

asaar@srbiau.ac.ir 

Abstract 

Easy and fast access to data and their 

exchange in various fields through social 

networks accessible to the public is 

increasing daily during the new era. Data 

hiding technique plays a critical role in 

telecommunication by providing security in 

data exchange and privacy protection of 

individuals or organizations utilizing social 

network channels. Reversible data hiding 

(RDH) technique based on image 

interpolation is among the methods 

welcomed by researchers in the field of data 

hiding in digital images in  recent years. 

Here, high embedding capacity (EC) was 

obtained, as well as maintaining the visual 

quality of the stego image (SI) by applying 

some of the most critical interpolation 

techniques based on the proposed method 

employing n-bit division of the binary stream 

of secret data (SD) and their conversion into 

positive and negative decimal ones. Based on 

the results, high EC and more appropriate 

peak signal-to-noise ratio (PSNR) compared 

to the competitor method were achieved 

uniformly using some interpolation 

techniques on all of the standard tested 

images. On average, the EC and PSNR 

obtained on all tested images increased by 

22.36 and 15.9% compared to the competitor 

method, respectively.  

Keywords Reversible data hiding, Image 

interpolation, signed digit stream, 

Embedding capacity, Visual quality 

Introduction 

Data hiding technique embeds the 
information in the form of binary data in 
digital multimedia files such as images, 
audio, and video. Such embedding does not 
create any significant change in the 
multimedia, and all of the data embedded in 
the multimedia are well received by the 
receiver. Secret data (SD) cannot be accessed 
by persons other than the trusted sender and 
receiver. The above-mentioned technology 
has attracted much attention to transfer SD in 
the military, medical, authentication, or other 
fields on the channels of social networks 
accessible to the general public.  
There are various methods for data hiding in 
digital images in the spatial domain such as 
least significant bit (LSB) [2-4], difference 
expansion (DE) [5-11], and histogram 
shifting (HS) [12-16], in which the data are 
embedded based on the location of the pixels. 
The LSB substitution is among the spatial 
domain data hiding techniques with a simple 
algorithm. The LSBs related to the image 
pixels can be a place to embed SD since the 
change in the LSB does not alter the pixel 
value significantly. However, the 
aforementioned technique has relatively low 
security and little resistance against various 
attacks and is 
considered fragile [1]. Later, two famous 
techniques including DE [5] and HS [12] 
were presented, which were successful in 
terms of embedding capacity (EC) and 
security in the process of data hiding in 
images. Tian [5] proposed a reversible DE 
data hiding method, which can embed a 
secret bit S into a pair of pixels (P1, P2). The 
DE technique expands the difference 
between neighboring pixels (P1, P2) to 
embed SD. In addition, Ni et al. [12] 
suggested a reversible HS data hiding 
method, in which the histogram of the image 
is created based on the frequency of pixels in 
the cover image (CI). Accordingly, the pixels 
with the highest and lowest frequency are 
called the peak point P and zero point Z, 
respectively. Pixels in the range [p+1, z] were 
shifted by one unit to create a hiding space. 
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Then, the pixels equal to the peak point P 
were utilized to embed SD.  
Reversible and irreversible data hidings are 
among the techniques utilized in the spatial 
domain of data hiding in images. Reversible 
data hiding occurs when the embedded data 
can be extracted on the receiver side 
appropriately and the stego image (SI) can be 
restored to its original form. but in 
irreversible data hiding the stego image 
cannot be restored to its original form , 
despite the data extraction. 
The interpolation is considered a familiar 
word in mathematics. This technique is 
applied in digital signal processing whenever 
there is a need to change from one sampling 
rate to another. Interpolation can be 
employed in the speech processing system 
[17]. The above-mentioned technique can be 
used in image processing (image resolution 
conversion and scale change), as well [18]. 
The prediction method is utilized to stretch 
the image based on its reference pixels. The 
image interpolation technique is widely 
applied in various fields including satellite 
maps, as well as medical and military 
imaging [33]. The data hiding employing the 
interpolation of digital images has attracted 
much attention. It has become one of the most 
common and critical methods in reversible 
hiding due to its ability to embed a large 
amount of data [23-39]. This issue is assessed 
in detail in section 2.1. 

Here, an efficient data embedding scheme is 
proposed, which can maintain the quality of 
the SI, despite the large amount of data. To 
this aim, the binary stream of SD is divided 
into n-bit binary numbers. Then, each divided 
n-bit number is converted into an equivalent 
positive or negative decimal number and 
embedded in the non-reference pixels of the 
CI (embeddable pixels) based on the method 
used. The aforementioned technique equally 
achieves high EC and visual quality on any 
type of image with any texture (complex and 
soft) utilizing the most critical interpolation 
techniques. The above-mentioned property 
can be applied as a key for trusted people to 
access data on the receiver's side, as well, 
considering the conversion of data on the 
sender's side. The rest of this study is 
organized as follows. Section 2 evaluates 
four standard interpolation techniques and 
some data hiding schemes based on image 
interpolation. Section 3 examines the 
proposed data hiding scheme in general and 
detailed manner, and describes the steps of 
data embedding and extraction, as well as 
original image (OI) recovery with examples. 
Section 4 presents the experimental results, 
including the performance of the proposed 
scheme, its general comparison with other 
methods, and its analysis employing relevant 
graphs and tables. Finally, conclusions and 
future objectives are presented. 

 

2. Related work 

 

2.1. Overviewing interpolation techniques for data hiding in images 

 
 
 

 
 
 
 
 
 
 
 
 

 

Fig.1 Expansion and interpolation process in 2 × 2 blocks 
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2.1.1. Data hiding using neighbor mean 

interpolation method 

 
Jung et al. [23] proposed the neighbor mean 
interpolation (NMI) method for the first time. 
Predicting non-reference pixels in the above-
mentioned method was based on Eq. (1). To 
this aim, the non-reference pixels in the CI 
were created. Then, the adjacent pixels in the 
interpolated image were subtracted from each 
other (Eq. 2) based on the created CI ( Fig. 

1). In the next step, the results of the 
subtraction were put in Eq. (3), resulting in 
obtaining n number of bits of SD in a string 
of bit stream which could be embedded for 
each of the non-reference pixels. In the next 
step, the stream of SD was divided based on 
n, and each string of binary data divided 
based on n was converted into decimal 
numbers. Finally, the converted data were 
embedded in the non-reference pixels of the 
CI, see  Eq. (4).

 
 

 

(1 ) 

 

C(0,0) = I(0,0) 

C(0,1) = (I(0,0) + I(0,2)) /2 

C(1,0) = (I(0,0) + I(2,0)) /2 

C(1,1) = (I(0,0) + I(0,2) + I(2,0)) /3 

 

(2 ) 

 

d1 = | (I(0,0) − C(0,1) ) | , d2 = | (I(0,0) − C(1,0)) | 

,  

d3 = | (I(0,0) − C(1,1)) | 

(3 ) 
n1 = ⌊ log2 |d1|⌋    ,     n2 = ⌊ log2 |d2|⌋    ,     n3 = 

⌊ log2 |d3|⌋     
 

(4 ) C′(i. j) =  (C(i. j)) + (b)10               (b)10 =  ∑  Si. 2i n−1
i=0  

 

 

2.1.2. Data hiding using image neighboring 

pixels method 
 
Lee et al. [26] improved the method proposed 
by Jung et al. employing the image 
neighboring pixels (INP) interpolation in 
terms of the data EC in the image. To this 
aim, the non-reference pixels of the image 
were calculated to interpolate the image and 
create the CI based on Fig. 1 and prediction 
function in Eq. (5). Then, the largest pixel 
among the reference pixels of the CI was 

selected to hide the data in the CI, see Eq. (6). 
In the next step, the size of the data which can 
be embedded in the non-reference pixel was 
obtained by calculating the difference of non-
reference pixels from the maximum reference 
one employing Eq. (7) and computing n using 
Eq. (3). In the next step, the bit data stream 
was divided based on the calculated n size. 
Finally, each string of the bit stream (sub-
stream) was converted to decimal base data 
and embedded in the CI based on Eq. (4). 

 
 

 

(5 ) 

 

 

C(0,0) = I(0,0) 

C(0,1) = (I(0,0) + (I(0,0) + I(0,2)) /2) /2 

C(1,0) = (I(0,0) + (I(0,0) + I(2,0)) /2) /2 

C(1,1) = (C(0,1) + C(1,0)) /2 

  

(6 ) M = max { I(0,0) , I(0,2) , I(2,0) , I(2,0) } 
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(7)        d1 = | (M − C(0,1) ) | , d2 = | (M − C(1,0)) | , d3 = | (M − C(1,1)) | 

 
 

 

2.1.3. Data hiding using enhanced 

neighbor mean interpolation method 

 
Chang et al. [27] improved the method 
proposed by Jung et al. [23] moderately in 
terms of data EC and image quality by 
applying the enhanced neighbor mean 
interpolation (ENMI) method. To this aim, 
the non-reference pixels of the image were 
calculated based on Fig. 1 and the prediction 
function of Eq. (8) to interpolate the image 
and create the CI. In the next step, the 
difference between the input image before 
rescaling and the interpolated image was 

calculated based on Eq. (9). The resulting 
matrix was based on the arrangement of non-
reference pixels in the CI. In the next step, the 
number of sub-stream bits in the overall 
binary SD stream was calculated based on 
Eq. (10), employing the results related to the 
aforementioned difference. Then, the binary 
data stream was divided, and the achieved 
sub-streams were converted into decimal 
numbers. Finally, the converted data with the 
same arrangement were added to the values 
of the non-reference pixels in the CI, 
resulting in embedding the data in that image, 
which is shown in Eq. (11).  

 

 

 

(8 ) 

 

C(0,0) = I(0,0) 

C(0,1) = (I(0,0) + I(0,2)) /2 

C(1,0) = (I(0,0) + I(2,0)) /2 

C(1,1) = (I(0,0) + I(0,2) + I(2,0) + I(2,2)) /4 

 

 

(9 ) D(0,1) = |(C(0,1) − I(0,1) )| , D(1,0) = |(C(1,0) − I(1,0))| , D(1,1) =|(C(1,1) − I(1,1))| 

D(1,2) = |(C(1,2) − I(1,2))| , D(2,1) =|(C(2,1) − I(2,1))| 

 

 

 

(10 ) n1 = ⌊ log2 |D(0,1) |⌋ , n2 = ⌊ log2 |D(1,0) |⌋ ,  

n3 = ⌊ log2 |D(1,1) |⌋ ,  

n4= ⌊ log2 |D(1,2) |⌋ ,  n5 = ⌊ log2 |D(2,1) |⌋ 
 

 

(11 ) C′(i. j) =  (C(i. j)) + (b)10               (b)10 =  ∑  Si. 2i n−1
i=0  
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2.1.4. Data hiding using a new 

interpolation extension method 

 
Mohammad et al. [30] proposed a new 
interpolation extension (NIE) method to 
improve the above-mentioned data EC and 
image quality. To this aim, the non-reference 
pixels in the image were calculated to 
interpolate the image and create the CI based 
on Fig. 1 and prediction function of  Eq. (12). 
Then, the smallest pixel among the reference 

pixels in the CI was selected, see  Eq. (13) . 
In the next step, the size of data which can be 
embedded in the non-reference pixel was 
obtained by calculating the difference of non-
reference pixels from the minimum reference 
pixel (Eq. 14) and computing n utilizing Eq. 
(3). In the next step, the bit data stream was 
divided based on the calculated n size. 
Finally, each string of the bit stream (sub-
stream) was converted to decimal base data 
and embedded in the CI based on Eq. (4). 

 

 

 

 

(12 ) 

 

C(0,0) = I(0,0) 

C(0,1) = (I(0,0) + I(0,2)) /3 + (I(2,0) + (I(2,2)) /6 

C(1,0) = (I(0,0) + I(2,0)) /3 + (I(0,2) + (I(2,2)) /6 

C(1,1) = (I(0,0) + I(0,2) + I(2,0) + I(2,2)) /4 

 

 

(13 ) m = min { I(0,0) , I(0,2) , I(2,0) , I(2,0) } 

 

 

(14 ) d1 = | (m − C(0,1) ) | , d2 = | (m − C(1,0)) | , d3 = | (m − C(1,1)) | 

 

 

 

2.2. Proposing some data hiding schemes 

to improve the efficiency of interpolation 

techniques 

 
Malik et al. [28] proposed the modified 
neighbor mean interpolation (MNMI) 
technology, which considered all 
neighboring pixels and their influence on the 
reference pixels to present better interpolated 
image after embedding the data. To this aim, 
the secret data were embedded in the 
interpolated pixels, considering the human 
vision system to maintain the quality of the 
resulting image. Then, the smooth and 
complex regions in the interpolated or cover 
image were identified by dividing the image 
into blocks to embed more bits in these 
regions, increase the data EC, and improve 
the image quality. In addition, Malik et al. 
[33] proposed an interpolation and a new 
reversible data hiding scheme to upscale the 
OI and hide SD in the image (interpolated 

upscale). The proposed scheme considered 
the characteristics of the human visual 
system while embedding SD. To this aim, the 
image was divided into groups in terms of 
pixel intensity ranges. Then, the SD bits were 
adaptively embedded in the pixels based on 
the pixel intensity values. The proposed 
scheme could maintain the visual quality of 
the stego image (SI). Based on the results, the 
proposed scheme performed better, 
especially in terms of visual quality, 
compared to some interpolation-based data 
hiding schemes [23,29,30]. Further, Chen et 
al. [34] proposed a data hiding scheme based 
on image interpolation, which could be 
applied in different image interpolation 
techniques. To this aim, the interpolated CI 
was divided into 3×3 blocks. Then, the non-
reference pixels in the upper horizontal row, 
as well as the left and center vertical rows, 
were separately differentiated with their 
neighboring reference pixels. In the next step, 
the primary binary stream data was divided 
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into binary sub-streams and converted into 
decimal data based on the maximum 
calculated difference size. Comparing the 
size of the embeddable pixels in the CI with 
the main one was regarded as the embedding 
criterion during the data embedding stage, 
resulting in adding or subtracting the data in 
the embeddable pixels. The proposed method 
established a relative balance between data 
EC and image quality. Furthermore, Bai et al. 
[38] proposed a new scheme for efficient data 
hiding employing image interpolation. 
Previously, the division of the SD stream was 
calculated based on the difference between 
reference and non-reference pixels. Then, the 
data size was determined based on decimals 
for embedding in each of the non-reference 
pixels. Finally, the non-reference pixels were 
embedded in the order of priority in a zigzag 
manner from top to bottom and left to right. 
However, four sizes were calculated for the 
primary non-reference pixels using the four 
reference pixels and predicting their method. 
To this aim, the calculated non-reference 
pixels were sorted based on the order of 
binary numbers and in ascending order in the 
case of weighted similarity of two pixels 
among the four primary non-reference pixels. 
Then, one of the two similar pixels was 
removed, and the larger one was considered 
by adding a unit as the fourth non-reference 
pixel. Finally, the original and last non-
reference pixels were determined, except for 
the smaller pixel among the last three ones. 
The process was the same in the case of non-
similarity of the primary non-reference 
pixels. However, the smaller pixel was 
removed and the last three ones were 
considered as the original and final non-
reference pixels in the CI, respectively. The 
arrangement of the last three non-reference 
pixels in the CI was considered after dividing 
the SD into one, two, or three-bit based on 
their correspondence with the numbers 
assigned to the non-reference pixels. The 
arrangement of non-reference pixels in order 
of priority (center, top, and left) was 
interpolated for each 3×3 block in the CI, 
resulting in achieving a relatively high and 
identical data EC and maintaining the 

appropriate visual quality for all of the tested 
images. 
In another study, Zhang et al. [39] proposed 
an data hiding scheme based on circular 
predictor interpolation (CPI). The algorithm 
of the proposed scheme initially divided an 
image into regions based on texture degree 
and selected different prediction radii for 
different regions. Then, a parameter named 
distance coefficient was suggested for 
prediction accuracy. In the next step, the 
complexity of the non-reference pixels was 
calculated to ensure better visual quality 
under low load conditions. In the next step, 
the non-reference pixels were sorted in 
ascending order to hide SD with priority in 
pixels with low complexity. The overflow 
and underflow problems were defined by a 
pixel value correction function which utilized 
reference pixels to calculate two non-
reference pixels and guaranteed that each 
non-reference pixel can embed SD. Finally, 
synchronization was designed to create the 
interpolation and embedding regions and 
reduce the distortion under low load 
conditions due to its ability to be set 
simultaneously based on the number of 
embedded bits. The method proposed by 
Zhang et al. presented appropriate results 
regarding EC and visual quality compared to 
previous ones [23,26,34,35,37,38]. In our 
proposed method, The most critical 
interpolation techniques were applied like 
previous ones. To this aim, the binary data 
stream was divided into equal parts and 
converted the divided data into decimal basis. 
Then, the segmented data were converted 
into positive and negative decimal data 
intelligently, reducing the distortion in 
embeddable pixels after embedding the data. 
Converting the stream of SD into that of 
decimal signed digit creates an appropriate 
embedding space for the non-reference pixels 
in the interpolated images equally unlike the 
previous methods which assigned a different 
EC to each non-reference pixel, resulting in 
generating the same and high EC with proper 
visual quality for any type of image. Section 
3 investigates the issue in detail. 
 



International Journal of Innovation in Computer Science and Information Technology  

Vol.5, NO.1, P:107-129  

Received: 01 December 2023   

Accepted: 16 March 2025  
 

113 

 

 

3. Proposed scheme 

 
The strategy of converting binary SD into 
signed digit is studied here.  Then, the data 
embedding process is explained by citing an 
example. Finally, an example is presented for 
extracting the data and recovering the OI. 
 
3.1. Strategy of SD conversion and created 
EC 
 
The binary SD stream is converted into the 
signed digit in the proposed method based on 
the influence of the embedded data on the 
distortion of CI. To this aim, the binary data 
stream is divided into four-bit sub-streams, 
considering n=4. In other words, the main SD 
stream is divided into four-bit numbers, as 
well as converting each four-bit sub-stream 
into an equivalent decimal number. 
Employing the decimal equivalent from the 
four-bit number (1000)2-(1111)2 creates a 
significant distortion in the pixels, which can 
be embedded in the CI. Thus, the decimal 
number -1 was put based on mode 3 in Table 
1 instead of the four-bit binary number 
(1000)2, except the four-bit numbers (0000)2-
(0111)2. the same way, decimal numbers -2, 
-3, -4, -5, -6, -7, and -8 were replaced instead 
of four-bit binary ones (1001)2, (1010)2, 
(1011)2, (1100)2, (1101)2, (1110)2, and 
(1111)2. As indicated in Table 1, modes 1 and 
2 are similar, creating a maximum of ±15 unit 
difference in embeddable pixels, which is not 
suggested. In addition, modes 3 and 4 are 
similar, generating a maximum of ±8 unit 
difference in embeddable pixels, which is 

about half of modes 1 and 2. Modes 3 and 4 
are used in the conversion, which exhibit 
similar behaviors. Similarly, the binary data 
stream is divided into five-bit sub-streams, 
considering n=5. To this aim, the original SD 
stream is divided into five-bit numbers, and 
each five-bit sub-stream is converted into an 
equivalent decimal number. Utilizing the 
decimal equivalent from the five-bit numbers 
(00000)2-(01111)2 creates a significant 
distortion in the pixels, which can be 
embedded in the CI. Therefore, the decimal 
number -1 was applied based on the mode 3 
in Table 3 instead of the five-bit binary one 
(10000)2, except the five-bit numbers 
(00000)2-(01111)2. Similarly, decimal 
numbers -2, -3, -4, -5, -6, -7, -8, -9, -10, -11, 
-12, -13, -14, -15, and -16 were replaced 
instead of five-bit binary ones (10001)2, 
(10010)2, (10011)2, (10100)2, (10101)2, 
(10110)2, (10111)2, (11000)2, (11001)2, 
(11010)2, (11011)2, (11100)2, (11101)2, 
(11110)2, and (11111)2. As shown in Table 2, 
modes 1 and 2 are similar, creating a 
maximum of ±31 unit difference in 
embeddable pixels, which is not 
recommended. Modes 3 and 4 are considered 
similar, resulting in creating a maximum of 
±16 unit difference in embeddable pixels. 
Modes 3 and 4 are employed about half of 
modes 1 and 2, which exhibit similar 
behaviors in the conversion. Fig. 2 shows the 
flow chart related to converting the binary 
data stream into that of marked numbers for 
n=4 and n=5 in order to understand the issue 
better. 
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Fig. 2 Flowchart of converting the stream of binary 

data into the stream of signed digits for (n=4) and 

(n=5) 

Table 1- Conversion and assignment of signed digit code 

for (n=4) 
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A direct relationship is observed between the 
maximum EC created in the proposed 
method and n. An increase in n raises the EC. 
The created EC is calculated by Eq. (15) 
since three - quarters of the block can embed 
the data each 2×2 block. For example, EC of 
786432 bits is observed in the CI for an image 
with dimensions of 512×512 when (n=4). 
The aforementioned value increases to 
983040 bits when (n=5). 
 

(15 ) EC = (3/4)×(Image Size)×n 

 

3.2. Embedding and extracting the data 

and recovering the OI 

 
Fig. 3 illustrates the block diagram related to 
the proposed scheme. The OI is converted to 
half of its original size in the encoder or 
sender part. Then, the interpolation operation 
is performed on the image using one of the 
interpolation methods. In the next step, the 
secret data are embedded in the CI. In the 
next step, the SI is received on the side of the 
decoder or receiver, followed by extracting 
the data and restoring the CI. On the 
receiving side, the SD can be extracted 
without errors, as well as restoring the 
original CI correctly. 

 

Table 2 - Conversion and assignment of signed digit code 

for (n=5) 
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Fig. 3  Framework of our proposed scheme 
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3.2.1. The process of data embedding in 

the proposed scheme 

 
The steps of the data embedding process are 
as follows: 
Input: CI (P) and SD (S) 
Output: SI (P') 
Step 1: The input image is rescaled to half its 
original size for interpolation. 

Step 2: Interpolating the reference pixels in 
the downscaled image, calculating the non-
reference pixels, and creating the CI (P). 
Step 3: Blocking the interpolated image into 
2×2 blocks and embedding the data in non-
reference pixels for each 2×2 block. The 
order of embedding is formed based on Eq. 
(16) when S = (b1b2b3……..bn)sd, resulting 
in creating the SI (P'). 

 

 

(16 ) 

 

P' (0,1) = P(0,1) + b1 

P' (1,0) = P(1,0) + b2 

P' (1,1) = P(1,1) + b3 

 

3.2.2. The process of data extraction and 

OI recovery in the proposed scheme 

 
The steps of extracting the data and restoring 
the OI are as follows. 
Input: SI (P') 
Output: Initial CI (P) and SD (S) 

 

Step 1: Replacing the number zero instead of 
the non-reference pixels embedded in the CI 
of  Eq. (17). 
Step 2: Re-interpolating the reference pixels 
and reconstructing the original CI 
Step 3: The difference between the SI  and 
interpolated image, the result of the 
difference is the signed digit based on Eq. 
(18), which turns the data stream of the 
signed digit into a binary one eventually. 

 
 

(17 ) 

P' (0,1) = 0 

P' (1,0) = 0 

P' (1,1) = 0 

  

 

(18 ) 

 

P' (0,1) - P(0,1) = b1 

P' (1,0) - P(1,0) = b2 

P' (1,1) - P(1,1) = b3 

 
3.2.3. Presenting an example for 

embedding and extracting the data and OI 
recovery 

 
To understand the issue better, an example 
is presented for embedding the data in the 
interpolated image, extracting the data, and 
restoring the original CI from the covered 
image. Fig. 4 demonstrates the method of 

interpolating the reference pixels in the 
image. The type of interpolation is selected 
by the NMI method. The reference pixels 
which cannot be embedded and non-
reference pixels which can be embedded are 
displayed in blue and yellow, respectively. 
In addition, the path and order of embedding 
the SD in the non-reference pixels in the CI 
are shown with a red dashed line. 
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The SD stream (S) considered here for (n=5) 
is embedded in the interpolated image after 

image interpolation, resulting in creating the 
SI, see Fig. 5.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Fig. 4 Location and direction for data embedding in embeddable pixels 
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According to step 1 and step 2 related to The 
process of data extraction and OI recovery in 
the proposed scheme in section 3.2.2, the 
number zero is used instead of the non-
reference pixels embedded in the CI in order 
to extract the SD. The interpolation operation 
is performed again utilizing the reference 

pixels in the image, resulting in creating the 
original CI, see Fig. 6. The SD can be 
extracted by the difference between the SI 
and recovered CI, see Fig. 7. The extracted 
data includes a stream of signed digit, which 
are converted into a binary SD stream, see 
Fig. 8. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

Fig.5 Secret data embedding  in the interpolated image 

Fig.6 Steps for recovering the original CI Fig.7 Steps for secret data extraction 

Fig.8 Converting the signed digit stream into a binary 

stream 
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4. Experimental results 

 
All of the experiments were implemented on 
Matlab R2016a on Windows 10. Standard 
images with various textures were selected 
from [40] and [41] to conduct the 
experiments. "Lena", "Goldhill", "Baboon", 
"Couple", "Peppers", "Man", "Elaine", and 
"Boat", as shown in Fig. 9. were selected as 
test images. All images have dimensions of 
512×512 with gray scale. The SD includes a 

set of binary numbers randomly generated by 
MATLAB. The length of the binary data 
stream was 786432 and 983040 bits, 
considering that of binary numbers in the 
experiments. Peak signal-to-noise ratio 
(PSNR) and structural similarity (SSIM) 
were applied to compare the performance 
quality of the proposed algorithm with 
related methods, whose formulas are shown 
in Eq. (19) and Eq. (20) and Eq. (21) and Eq. 
(22) and Eq. (23) and Eq. (24). 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

(19) PSNR =  10 × log10
2552

MSE
   (dB) 

(20) MSE =
1

H×W
  ×∑ ∑ (p(i. j) − p′(i. j))2W

j=1
H
i=1  

(21) 

SSIM (P,P′) = [ l(P, P′)]α × [ C(P, P′)]β ×[ S(P, P′)]γ 

where α =β = γ =1 

(22) l(p,p') =  
2×p̅×p̅′+c

p̅2×(p̅′)2+c
 

(23) c(p,p') =  
2δpδ

p′+c

δ2
p+δ2

p+c
 

Fig.9 Standard images used in experiments 
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(24) s(p,p') =  
δ

pp′+c

δpδp′+c
 

 

 

4.1. Efficiency of the proposed scheme 

 
The maximum EC was calculated for all 
standard images under equal conditions. 
Interpolation was applied to each image 
based on four primary methods. The results 
obtained by measuring the EC and PSNR 
were almost the same for all images. The EC 
was calculated as 786432 bits for all images 
employing the stream of signed digit with 
(n=4). In addition, PSNR was the same in the 
above-mentioned capacity for all images 
under four basic interpolation methods with 
an average size of 36.05 dB. The EC 
increased by 983040 bits for signed digits 
with (n=5). Further, PSNR was the same in 
the aforementioned capacity for all images 
under four interpolation methods with an 
average size of 30.05 dB. Table 3 and Table 
4 represent the complete results. PSNR and 
mean-square error (MSE) were measured for 
the image quality after embedding the data, 
and the efficiency of the stream in the signed 
digit was investigated for each of the 
situations presented in Table 1 and Table 2. 
PSNR and MSE were 30.48 dB and 58.12 for 
a "baboon" image, considering the signed 
digit (n=4) and modes 1 and 2 in Table 1. In 
addition, PSNR and MSE were 36.05 dB and 
16.13, considering modes 3 and 4, as well as 
the states of the signed digit in Table 1, 
indicating the growth of PSNR by 18.2% 
compared to modes 1 and 2. Further, the 
amount of MSE drop was -72.2%. Based on 
the results, using modes 3 and 4 in Table 1 
increased PSNR and improved image quality 
more tangibly compared to modes 1 and 2 in 
Table 1. Further, PSNR and MSE were 24.25 
dB and 244.2 on the same sample of the 
image, considering the signed digit (n=5) in 
modes 1 and 2 in Table 2. Furthermore, 
PSNR and MSE were 30.05 dB and 64.2, 
considering modes 3 and 4 in Table 2, 
indicating the growth of PSNR by 23.9% 
compared to modes 1 and 2. The amount of 

MSE drop was -73.7%. Based on the results, 
utilizing modes 3 and 4 in Table 2 increased 
PSNR and improved the image quality more 
tangibly compared to modes 1 and 2 in Table 
2, like the previous case. All of the efforts in 
data hiding are spent to improve the image 
quality even a little. Thus, applying the 
signed digit in modes 3 and 4 and embedding 
the stream of signed digit generated with the 
help of those in modes 3 and 4 in Table 1 and 
Table 2 provide better PSNR in CI. Decoding 
the arrangement of the embedded data on the 
receiver's side plays a critical role in 
accessing the data, considering the method of 
implementing this process in the CI and the 
arrangement of such data on the sender's side. 
In addition, the arrangement of the data 
stream of signed digit can be accessed only 
by their conversion into equivalent n-bit ones 
after extraction in receiver. The key to 
converting the signed digit into equivalent n-
bit ones can be provided to the trusted 
receiver through a secure channel. 
 
4.2. Comparing the results of the proposed 
scheme with other related methods 
 
Here, the results of the experiments are 
analyzed precisely based on the criteria for 
measuring the effectiveness of image hiding 
compared to other related methods. Table 5 
compares the results of the experiments with 
related methods in terms of EC, PSNR, and 
SSIM. 
The average EC employing the stream of 
signed digits with (n=4) on the tested images 
increases by 203.3% in the proposed method 
compared to [23]. In addition, the EC 
increases by 108.9, 34.3, and 22.3% in the 
proposed method compared to [34], [38], and 
[39], respectively. The average EC in the 
tested images using the stream of signed 
digits with (n=5) increases by 279, 161, 67.9, 
and 52.9% compared to [23], [34], [38], and 
[39], respectively, indicating the significant 
growth of data EC in the proposed method in 
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comparison with other related ones. Fig. 10 
illustrates the results of comparing the EC in 
the proposed method with other related ones. 
The proposed method was compared with 
other related ones in terms of the PSNR, 
which expresses the image quality after 
embedding the data, as shown in Fig. 11. To 
this aim, the data stream of signed digits with 
(n=4) was utilized in the experiments. PSNR 
size was estimated to be the same for all 
tested images (36.05 dB) under the maximum 
EC. The average calculated PSNR in the 
proposed method increased by 28.7, 15.8, 
32.4, and 15.8% compared to [23], [34], [38], 
and [39], respectively. Based on the results, 
the image quality was maintained in the 
proposed method, despite the increase in 
capacity. 
Then, the SSIM was measured on the images. 
Fig. 12 demonstrates the comparison curve 
between the proposed method and other 
related ones. As displayed, the size of the 
above-mentioned criterion increases in 
images with complex texture compared to 
other methods. The size of the 
aforementioned criterion fluctuates 
compared to other methods in other images, 
depending on the complexity of the image 
texture. In the next step, the calculated size of 
the above-mentioned criterion for two types 
of image texture was reviewed and compared 
to the competitor method, considering the 
SSIM comparative curve [39]. For instance, 
the size of SSIM under the EC of 786432 bits 
was calculated as 0.9289 for the "baboon" 
image, which exhibits a complex texture. 
However, the aforementioned value was 

calculated as 0.8220 under the EC of 721443 
bits [39]. The SSIM in the proposed method 
grew by 13% compared to [39]. The SSIM 
size under the same EC was 0.8717 for the 
"Lena" image, which has a soft texture. 
However, the above-mentioned value was 
calculated as 0.9225 under the EC of 622812 
bits [39].  The proposed method shows -5.8% 
decline compared to the competing method in 
terms of SSIM in "Lena" image due to its 
high EC. 
In the next step, the average size of SSIM in 
the proposed method compared to [23], [34], 
[38], and [39] was calculated as 14.9, 0.15, 
14.5, and -0.6%, respectively. The results 
represent a growth in SSIM compared to 
other related methods, except for [39], which 
shows a slight drop. Finally, the size of PSNR 
under different ECs was calculated separately 
for each image (Fig. 13). In the proposed 
method, the behavior of PSNR to the increase 
of EC is the same for all of the tested images 
due to the exact size of PSNR and EC. For 
example, the competing method [39] exhibits 
a higher PSNR than the proposed one under 
the shared EC in images with soft texture 
such as "Lena" and "Pepper". The proposed 
method shows a significant superiority over 
the competing one [39] in terms of PSNR to 
EC ratio for some other images such as 
"baboon" and "couple". In addition, the 
proposed method exhibits an appropriate 
superiority over the compared ones, 
especially the competing method, for other 
images in terms of PSNR to EC ratio under 
different ECs. 
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Fig.10 Comparison of EC 

Fig.11 Comparison of PSNR 

Fig.12 Comparison of SSIM 
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Table 3 - Overall comparisons of HC (bits) and PSNR (dB) in NMI & INP & ENMI & NIE for (n=4) 

Table 4 - Overall comparisons of HC (bits) and PSNR (dB) in NMI & INP & ENMI & NIE for (n=5) 
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Fig.13 Comparison between the proposed method and the four related methods [23, 34, 38, 39] in terms of 

embedding rates and PSNR values 

 

Lena Baboon 

Goldhill Boat 

Elaine Man 

Peppers 
Couple 
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5. Conclusion 

 
Here, a reversible data hiding scheme based 
on interpolation of images was proposed 
applying the stream of decimal signed digit. 
To this aim, the binary data stream is 
converted into that of signed digit with one 
stages of conversion. Creating a high EC, 
along with maintaining the visual quality in 
the data hiding process based on image 
interpolation, is among the advantages 
proposed method. The proposed method was 
simulated using eight standard images in the 
experiments. The same and satisfactory 
results were achieved for all images under 
critical interpolation techniques. The 
aforementioned method is employed to 
obtain a higher EC with high security. In the 
future work, we intend to increase the 
resistance of the stego image against all kinds 
of the intentional attacks by using the method 
of this paper and using the Hamming code 
based on proposed schemes in [42] and [43]. 
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